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SPECIFICATIONS SUBJECT TO CHANGE WITHOUT NOTICE

Notice

While reasonable efforts have been made to asbaread¢curacy of this document, Telit
assumes no liability resulting from any inaccuraae omissions in this document, or from
use of the information obtained herein. The infdiarain this document has been carefully
checked and is believed to be entirely reliablewkler, no responsibility is assumed for
inaccuracies or omissions. Telit reserves the tiglthake changes to any products described
herein and reserves the right to revise this doocdiraed to make changes from time to time
in content hereof with no obligation to notify apgrson of revisions or changes. Telit does
not assume any liability arising out of the appiwa or use of any product, software, or
circuit described herein; neither does it convegrise under its patent rights or the rights of
others.

It is possible that this publication may contairferences to, or information about Telit
products (machines and programs), programmingeisices that are not announced in your
country. Such references or information must notdmestrued to mean that Telit intends to
announce such Telit products, programming, or sesvin your country.

Copyrights

This instruction manual and the Telit products désd in this instruction manual may be,
include or describe copyrighted Telit material, fsuas computer programs stored in
semiconductor memories or other media. Laws inltdlg and other countries preserve for
Telit and its licensors certain exclusive rights foopyrighted material, including the
exclusive right to copy, reproduce in any formtrdisite and make derivative works of the
copyrighted material. Accordingly, any copyrightedaterial of Telit and its licensors
contained herein or in the Telit products descriedhis instruction manual may not be
copied, reproduced, distributed, merged or modifiedany manner without the express
written permission of Telit. Furthermore, the puasé of Telit products shall not be deemed
to grant either directly or by implication, estopper otherwise, any license under the
copyrights, patents or patent applications of Taktarises by operation of law in the sale of a
product.

Computer Software Copyrights

The Telit and 3rd Party supplied Software (SW) piid described in this instruction manual
may include copyrighted Telit and other 3rd Pamppied computer programs stored in
semiconductor memories or other media. Laws inltddg and other countries preserve for
Telit and other 3rd Party supplied SW certain eswie rights for copyrighted computer
programs, including the exclusive right to copyreproduce in any form the copyrighted
computer program. Accordingly, any copyrighted e other 3rd Party supplied SW
computer programs contained in the Telit produetscdbed in this instruction manual may
not be copied (reverse engineered) or reproduceshynmanner without the express written
permission of Telit or the 3rd Party SW supplieurtRermore, the purchase of Telit products
shall not be deemed to grant either directly oriroplication, estoppel, or otherwise, any
license under the copyrights, patents or patericgiions of Telit or other 3rd Party supplied
SW, except for the normal non-exclusive, royalgeflicense to use that arises by operation
of law in the sale of a product.
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Usage and Disclosure Restrictions

License Agreements

The software described in this document is the gntypof Telit and its licensors. It is
furnished by express license agreement only and meaysed only in accordance with the
terms of such an agreement.

Copyrighted Materials

Software and documentation are copyrighted mageri®aking unauthorized copies is
prohibited by law. No part of the software or doamtation may be reproduced, transmitted,
transcribed, stored in a retrieval system, or {eded into any language or computer language,
in any form or by any means, without prior writfeermission of Telit

High Risk Materials

Components, units, or third-party products usedhm product described herein are NOT
fault-tolerant and are NOT designed, manufactucedintended for use as on-line control
equipment in the following hazardous environmegtpuiring fail-safe controls: the operation
of Nuclear Facilities, Aircraft Navigation or Airgft Communication Systems, Air Traffic
Control, Life Support, or Weapons Systems (HighkRistivities"). Telit and its supplier(s)
specifically disclaim any expressed or implied waty of fithess for such High Risk
Activities.

Trademarks

TELIT and the Stylized T Logo are registered indemaark Office. All other product or
service names are the property of their respectumeers.

Copyright © Telit Communications S.p.A. 2011-2013.
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1. Introduction

1.1. Scope

Scope of this document is to present the featundsttze application of the Wireless M-Bus
embedded stack available on ME50-868.

1.2. Audience

This document is intended for software develop@&id system integrators using ME50-868
with Wireless M-Bus firmware.

1.3. Contact Information, Support

For general contact, technical support, to repodudhentation errors and to order manuals,
contact Telit Technical Support Center (TTSC) at:

TS-EMEA@telit.com
TS-NORTHAMERICA@telit.com
TS-LATINAMERICA@telit.com
TS-APAC@telit.com

Alternatively, use:

http://www.telit.com/en/products/technical-suppeoetter/contact.php

For detailed information about where you can by Telit modules or for recommendations
on accessories and components visit:

http://www.telit.com

To register for product news and announcementsoorpfoduct questions contact Telit
Technical Support Center (TTSC).

Our aim is to make this guide as helpful as possikéep us informed of your comments and
suggestions for improvements.

Telit appreciates feedback from the users of diarination.
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Document Organization

This document contains the following chapters:

“Chapter 1: “Introduction”provides a scope for this document, target audiecantact and
support information, and text conventions.

“Chapter 2: “Wireless M-Bus Overvievgives an overview of the Wireless M-Bus protocol.

“Chapter 3: "Hardware Characteristicksts the radio frequency specifications of MESB8
and describes the pinout of the module.

“Chapter 4: “Software Operatiordescribes the operation of the Wireless M-Bus iiamre
and how it interfaces with an external host.

“Chapter 5: “Wireless M-Bus Part 5 Operatiotéscribes the firmware operation when EN
13757-5 Mode R2” is enabled.

“Chapter 6: “Power Consumptiorgrovides information on the module power consuompti
in different operating conditions.

Text Conventions

Danger — This information MUST be followed or catgphic equipment failure or bodily
injury may occur.

Caution or Warning — Alerts the user to importanbmts about integrating the module, if
these points are not followed, the module and ersgiuequipment may fail or malfunction.

Tip or Information — Provides advice and suggestios that may be useful when
integrating the module.

Related Documents
+ EN300220-2v2.3.1
* ERC Recommendation 70-03
« |EC 60870-5-2
 ENI13757partlto5
e DSMR - P2 Companion Standard
 Telit ME50-868 RF Module User Guide, 1vv0300892

Wjns- S
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Wireless M-Bus Overview

Definition of Wireless M-Bus

M-Bus (Meter-Bus) is a European Standard for tmeote reading of gas, water or electricity
meters. M-Bus is also usable for other types okuamption meters. The M-Bus interface is
made for communication on two wires, making it veogt effective.

This protocol exists with several physical layenstsas paired wires, optical fiber or radio
link.

The radio variant of M-Bus is called Wireless M-Barsd is specified in EN 13757-4. It is

dedicated to the European ISM frequency band at B6&. It means that modules

embedding the Wireless M-bus stack must comply withgeneral SRD standard EN 300-
220.

Wireless M-Bus Presentation

Devices communicating with Wireless M-Bus technglage classified as either meters or
‘other’ devices: the role of meters is to transmiility consumption data, while ‘other’
devices (also referred to as concentrators) areharge of collecting those data and can
optionally send commands to meters.

The Wireless M Bus specification defines 3 différarays to exchange data with remote
meters:

* Mode S ‘Stationary’
* Mode T ‘frequent Transmit’

* Mode R ‘frequent Receive’

Mode T
In mode T, the meter sends spontaneously data&rgidriodically or stochastically.

* In Mode T1 the meter doesn’t care if any receigepriesent or not. The meter sends
data and returns immediately in IDLE without wagtifior an ACK. This is a
unidirectional communication.

* In Mode T2 the meter sends its data and stays adatteg a short time immediately
after transmission to listen to a possible ACKnd ACK is received, the meter
returns in IDLE. If an ACK is received, then a baltional communication link is
opened between meter and concentrator.
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Mode R2

In Mode R2 the meter doesn’t send spontaneousby. déte meter wakes up periodically in
Rx mode and waits for a wakeup frame received fcomcentrator. If no frame is received,
the meter returns in IDLE. If a valid wakeup framereceived, a bidirectional link is then
opened between meter and concentrator.

Mode S

* Mode S1 operates exactly as Mode T1 (unidirectigpahtaneous transmission) but
uses a different radio link described below.

* Mode S2 has the same behavior as Mode R2 (peralke up and wait for a wakeup
frame before transmitting) but also with a differphysical link.

Physical Link

Wireless M-Bus can use 3 different radio links, eleging on baud rate and coding format.
Moreover short or long preamble can be used depgrafiused mode.

* Radio link A operates at 868.3 MHz, the radio baate is 32.768 kcps and data
coding is Manchester.

* Radio link B operates at 868.95 MHz, the baud 00 kcps and data coding is “3
out of 6”.

* Radio link C operates at 868.03 MHz, the baud ist.8 kcps and data coding is
Manchester.

This paper is software oriented to describe theksteehavior and features, for details about
radio such as modulation, deviation etc. pleass tefEN13757-4 documentation.

Data Format on RF Link

For all modes and whatever is the radio link usieel packet format is always the same:

Preamble Block 1 Block 2 Block n Postamble

Block 1 format:

L-Field C-Field M-Field A-Field CRC-Field

1 byte 1 byte 2 bytes 6 bytes 2 bytes

Block 2 format:

Cl-Field Data-Field CRC-Field

1 byte 15 bytes or (((L — 9) mod 16) — 1) byte 2 bytes
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Block n format:

Data-Field CRC-Field

16 bytes or ((L — 9) mod 16) bytes 2 bytes

* L-Field is the length indication

* C-Field is the communication indication (request, senshoese expected, ACK...)
* M-Field is the Manufacturer ID

* A-Field is the unique address of the device

» CI-Field is the Control Information to indicate the protbased to the upper layer
* CRC-Field is the Cyclic Redundancy Check

Wireless M-Bus uses an unbalanced transmissioressitded in IEC 60870-5-2; the format
of the C-Field (or control field) is described belo

FCB FCvV
RES PRM Function
ACD DFC
Bit 7 Bit 6 Bit 5 Bit 4 Bit 3 Bit 2 Bit 1 Bit O

The meaning of bits 5 and 4 depends on the valié 6f PRM): whenPRM is set to 1, bits
5 and 4 are interpreted &B andFCV fields respectively, otherwise the same bits carry
ACD andDFC fields.

e RESis areserved bit and should be set to 0

* PRM indicates if the frame is being sent from a priyrtara secondary station (when
set to 1) or vice versa (when set to 0); the rélmeters and concentrators as primary
or secondary stations is defined by the application

* FCB (Frame Count Bit) is used to detect frame dugbeatits value should alternate
between 0 and 1 for successive frames sent frominaagy station to the same
secondary station; in order to set a common stasaiue of this bit for a given pair
of stations, a link reset frame is defined (functitode 0) which indicates to the
receiving secondary station that the next framenfibe primary station will have
FCB setto 1

* FCV (Frame Count Valid) in frames sent from a primatgtion indicates whether
the duplication detection mechanism of the framentdit is used (when set to 1) or
not (when set to 0)

« ACD (ACcess Demand), if set to 1, indicates that #ras1g secondary station has
high priority data available, which should be rested by the primary station

*» DFC (Data Flow Control), if set to 1, indicates thhe tsending secondary station
may not be able to process further frames senhéytimary station; it can be used
as a flow control mechanism to prevent data overtibthe secondary station

q k!jms.

,,4§
o
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* Function is a numeric code indicating the type of framenbesent; its meaning
depends on the direction of communication (primtargecondary or vice versa)

Summary

This drawing from EN13757-4 clearly summarizes diifeerent Wireless M-Bus modes and

1 % band, Typ 2 min, 32,768 kcps
Short header, Manchester
0,02 % duty cycle

A

0,1 % band, typ 5s, 100 kcps
3 out of 6 coding

-l
-

0,1 % band, typ 5s, 100 keps
3 out of 6 coding

1 % band, 32,768 kcps
Manchester

1% band, 4,8 kcps
Manchester

1% band, 4,8 kcps Manchester,
option multi-channel

Meter Mode S1

Meter Mode S1-m

Meter Mode S2

Meter Mode T1

Meter Mode T2

Meter Mode R2

1% band, Typ h, 32,768 keps ———————
Long header, Manchester Battery St_ationary
0,02 % duty cycle Receiver
1 % band, Typ 2 min, 32,768 kcps
Short header, Manchester Mains powered
0,02 % duty cycle stationary
receivers
1 % band, 32,768 kcps
Manchester
-4 — — — — — = Stationary
1 % band, 32,768 kcps Transceiver
Manchester
0,1 % band, typ 5s, 100 kcps
3 out of 6 coding
Optional
0,1 % band, typ 5s, 100 keps TSFL?;?:Z?JZ i
3 out of 6 coding
>
-——— — — — —
1% band, 32,768 kcps
Manchester
1% band, 4,8 kcps
Manchester
--———— — — — Optional
- Stationary

METER

the link details used in each case.

1 % band, 4,8 kcps

Transceiver

Manchester, option multi-channel

Wireless M-Bus Part 5 (Mode R2)

The first specification of the Wireless M-Bus stardlin EN 13757-4 allows communication

between a meter and a concentrator only if radimés sent from a device can reach directly

the other device.

J
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EN 13757-5 (also referred to as Wireless M-Bus partlescribes different approaches to
achieve multi-hop communication in which data pakeetween source and destination are
relayed through one or more intermediate networkleso According to EN 13757-5
terminology, data frames transferred from the cotre¢or to a meter are said to travel in
downstream direction, while frames generated byetermare called upstream frames. One of
the methods described in EN 13737-5 to implementless relaying uses Mode R2 defined
in EN 13757-4 and adds the concept of gatewaysjéeces that can behave alternatively as
meter or ‘other’ devices. The Wireless M-Bus firnmevdor ME50-868, in addition to the
basic Wireless M-Bus modes described in EN 1375mglements relaying using Mode R2
with gateways.

With the gateway approach, at each hop in a muofi-bommunication a device acting as
meter communicates with another device acting #eefa if the receiving device is not the
end destination of a frame, it switches from ‘othemmeter or vice versa and relays the frame
to the subsequent node in the path to the desimaletwork topology is hierarchical: the
concentrator has the role of root node and eackrnmgekither a leaf node or an intermediate
node (gateway). Leaf nodes are meter devices dogotd EN 13757-4 notation, and
communicate either with a gateway or directly witle concentrator. Gateways appear as
‘other’ devices to a group of neighboring nodes ddhe tree (downstream nodes), and as
meter devices to another node (upstream node).

Only the concentrator must know the topology of émire network, with the address of
every node and the downstream path to communicilteitvGateways have a more limited
knowledge of the network, since they must know dhly address of the downstream nodes
with which they communicate directly. Finally, leabdes do not need any knowledge of the
network, because they communicate exclusively thigir upstream node.

The Wireless M-Bus frame format describedsiction 2.4allows specifying only one device
address, and thus is not suitable for frame retayim a multi-hop communication, network
information must be inserted at the applicatioretay transmitted frames. The presence of
network information in a Wireless M-Bus frame iglicated by the CI-Field value 0x81:
when this value is present, the first part of tregebField contains information related to the
transmission path of the frame, followed by anotta@plication-specific) Cl-Field and then
the application data.

Downstream Transmission

When the concentrator needs to send data downsti@aandestination meter, if the two
devices are able to communicate directly (i.e. tasyin the radio communication range of
each other) the frame transmitted by the concemtteds the standard format as described in
Section 2 .4with the M-Field and A-Field containing the maacturer ID and address of the
receiving meter. If one ore more gateways are rieéoeeach the meter, then the frame is
transmitted to the first gateway in the path torteter (the M-Field and A-Field identify the
gateway), and the remaining path to the destinaiaspecified in the transmitted frame, as
described below:

Cl-Field Data-Field

0x81 Hop count | Current hop| Address 1| ... | Address n| Cl-Field | Application data

L[]
F A}

_ !
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The first part of the Data-Field contains the netwinformation needed to reach the
destination node, and is followed by the applicatiata:

* Hop count (1 byte, with values from 1 to 10) is tnember of gateways through
which the frame must travel in the path to the mete

e Current hop (1 byte) is the remaining number ofshopcessary, and corresponds to
the number of Address fields in the frame format

* Address 1 to Address n (8 bytes) are the manufactDr and address (in this order)
of the nodes through which the frame must travalktiag from the second gateway
and including the destination meter

 Cl-Field (1 byte) is the “real” CI-Field indicatinghe type of the following
application data

» Application data is the data to deliver to the mejgplication

For example, if there are two gateways betweerctineentrator and the meter (indicated by
GW1 and GW?2), the format of the frame transmittgdtire concentrator (ignoring CRC
fields) is as follows.

First block:

L-Field C-Field M-Field A-Field

M-Field GW1 A-Field GW1

Second and subsequent blocks:

Cl-Field Data-Field

0x81 0x02 | 0x02 | M-Field | A-Field | M-Field | A-Field | Cl-Field | Application
GW2 GW2 meter meter data

The gateways involved to forward the frame modify hetwork information of the received
frame before forwarding it; in the hop from thetlgsteway to the destination meter the
transmitted frame does not contain any networkrinédion, and the meter receives it as if it
came directly from the concentrator (network togglcs transparent to the meters).

Upstream Transmission

When a meter sends data to the concentrator,sttheeframe format described in Section 2.4
and inserts its manufacturer ID and address inMREield and A-Field. If the distance
between meter and concentrator is such that theecdrator is able to receive directly frames
transmitted from the meter, communication betwdsn ttivo devices is carried out as in
standard Mode R2; otherwise, one or more gatewaysi@eded in order to relay the frame
from meter to concentrator. At each hop towarddbrecentrator, the sending gateway inserts
its own manufacturer ID and address in the M-Fehdl A-Field. When the first gateway
receives the frame from the meter, it forwards theme upstream after inserting the
information needed to keep track of the originaidss. The frame transmitted by the gateway
may be received either directly by the concentratdoy another gateway; in the latter case,
the second gateway forwards the frame upstreamm:{apart from the M-Field and the A-

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. Page 14 of 49



Telit

Telit Wireless M-Bus Part 4 + Part 5 Mode R2 User Guide
1vw0300828 Rev.6 - 2013-05-06

Field), and this process continues until the cotresor is reached. Since any given node in
the network (except the concentrator) is connedtecexactly one upstream node, the
communication path in upstream direction is unamnbigs, and network information in an

upstream frame does not have to contain the path $ource to destination: instead, only the
address of the source meter is reported, as deddoilow:

Cl-Field Data-Field

0x81 Hop info Meter address | Cl-Field Application data

* Hop info (2 bytes) always contains the fixed vadu6101

* Meter address (8 bytes) is the manufacturer ID atdiress (in this order) of the
sending meter

 Cl-Field (1 byte) is the “real” CI-Field indicatinghe type of the following
application data

» Application data is the data to deliver to the earicator application

Considering the example in which meter and cona@mtrcommunicate via two gateways
(indicated by GW2 and GW1, in this order from méteconcentrator), the frame received by
the concentrator has the following format (ignorthg CRC fields).

First block:

L-Field

C-Field

M-Field

A-Field

M-Field GW1

A-Field GW1

Second and subsequent blocks:

Cl-Field

Data-Field

0x81

0x01

0x01

M-Field meter

A-Field meter

Cl-Field

Application data

i oo \

P p— P
aaad m.ﬂ\ /
: " _ _ \
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3. Hardware Characteristics

As specified earlier, the Wireless M-Bus stackviailable on ME50-868.

Within this chapter, we will focus on hardware dgson of the RF module and necessary
specification for integration in a final applicatioFor more detailed information, please refer
to the module user guide.

Below is a summary of ME50-868 RF module speciiicet for Wireless M-Bus:

Min Typ Max Unit Note
Mode S | 868.278 | 868.3 | 868.322 ~ 25 ppm
Center
frequency | MOde T | 868.90 | 868.95 | 869.00 | MHz 60 ppm
Mode R | 868.313 | 868.330 | 868.347 ~ 20 ppm
Mode S - 1 - =
Radio | 046 T i 1 . . :
channel
] ) 868.03 + (n x 0.06)
o = e (868.03 to 868.57 MHz)
M
ode S « EN 300 220-2 v2.3.1
Output i + Selectable by
power ez T 13 14 Ll software from 0 to
Mode R +14 dBm
Mode S - 32.768 - +1.5%
Radio chip | 40 ¢ 90 100 110 | keps -
rate
Mode R - 4.8 - +1.5%
Mode S |  +40 +50 + 80
FSK
devition | Mode T | 40 + 50 +80 | kHz EN 13757-4
Mode R +4.8 +6 +7.2
Mode S - 0.02 1
Duty cycle | Mode T i - 0.1 % |° Em igg;‘:ﬂ'z s
Mode R - - 1
EL"" S|
2
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Mode S - -100 -
Sensitivity | Mode T - -101 - dBm | « EN 13757-4
Mode R -106 -107 -108
Mode S - 80 -
Rx. Mode T ; 200 - KHz -
bandwidth
Mode R - 10 -

28 min @ + 2 MHz
53 min @ + 10 MHz
24 min @ £ 2 MHz dB *« EN 300 220-2 v2.3.1
49 min @ £+ 10 MHz e EN 13757-4

37 min @ £ 2 MHz

Mode S

Blocking | Mode T

B 62 min @ + 10 MHz
3.1. Pinout
Pin Name Type SI'L%Z?I Function
J30 GND Gnd RF Ground connection for external antenna
J29 Ext_Antenna RF RF I/O connection to external antenna
J28 GND Gnd RF Ground connection for external antenna
J27 GND Gnd Ground
J26 GND Gnd Ground
J25 VDD Power Digital and Radio part power supply pin
J24 CTS I TTL Clear To Send
J23 RESET | TTL pC reset ( Active low with internal pull-up )
J22 RTS o TTL Request To Send
J21 RXD I TTL RxD UART - Serial Data Reception
J20 GND Gnd Ground
J19 TXD (0] TTL TxD UART — Serial Data Transmission
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] weeve || T e
J17 GND Gnd Ground

J16 Prog | TTL ﬁ]it%rr]ﬁglf?)ru?félig\llvﬁc): flashing ( Active high wit
J15 GND Gnd Ground

J14 PDI_DATA 1/0 TTL Program and Debug Interface Data

J13 GND Gnd Ground

J12 GND Gnd Ground

J11 GND Gnd Ground

J10 PDI_CLK | TTL Program and Debug Interface Clock

J9 109 (*) 1/0 - Digital I/O N°9 with interrupt

J8 I08_AD_DA (*) /0 _ é atp())a[tii I:I:ltg;i D to A I/O N°8 with interrupt (Logic I/O
J7 107_A 1/0 Analog | Analog Input 7 (Logic I/O capability)

J6 106_A 1/0 Analog | Analog Input 6 (Logic I/O capability)

J5 105_A 1/0 Analog | Analog Input 5 (Logic I/O capability)

J4 104_A I/O Analog | Analog Input 4 (Logic I/O capability)

J3 103_A I/0 Analog | Analog Input 3 (Logic I/O capability)

J2 Sél’_? XITDUBg o TTL Signal indicating stand-by status

n RADIO STATUS o TTL rsaigir:)a][rg?]igating reception or transmission off

(*) In case you want to use in the same application T&8XZor ZE61 modules J9 and J8 should not
be connected, since reserved on these modules.
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4. Software Operation

There are 2 different modes:

» The configuration mode which allows to parameter todule. It is set through the
use of Hayes commands sent on the serial link.

* The operating mode which is the functional modedfma transmission.

4.1. Configuration Mode

Hayes or 'AT' commands comply with Hayes protoc@diin PSTN modem standards. This
‘AT’ protocol or Hayes mode is used to configures thodem parameters, based on the
following principles:

A data frame always begins with the two ASCIl 'ATharacters, standing for
‘ATtention’

* Commands are coded over one or several charactmay include additional data

* A given command always ends with a <CR> Carriageife

A T | Command| Additional data <CR>

The only exception to this data-framing rule is tewitching command from the
operating/communication mode to ‘AT Mode'. In thdase only, the escape code (‘+++)
must be started and followed by a silent time astieequal to the serial time out. In this case
only <AT> and <CR> shall not be used.

Commands are parsed by the module only after <CR>sisent, except for the escape
sequence ‘+++' which is acted upon when the seridimeout expires after the last
character of the sequence.

Below is the complete list of the ‘AT’ commands #éafle on the module.

Command Description

‘“+++' command gives an instant access to the modem'’s panametg
configuration mode (Hayes or AT mode), whatever the current
operating mode in process might be.

‘+++’ command should be entered as one string, i.e. it shotlde
+++ preceded by ‘AT’ and followed by <CR> but two silent tinngsose
duration is configurable via register 431 (Serial time-outg ime
between two ‘+’ must not exceed the time-out value.

Hayes mode inactivates radio functions.

Answer :OK

‘ATO’ command gives an instant access to the modem’s operating
ATO mode, configured in register 400.

‘ATO’ command is used to get out of Hayes mode.
Answer :0OK or ERRORIf the configuration is not complete

S R e & : / —1 —
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‘AT/V' command displays the modem'’s firmware and bootloader
version number as follows:
pp.UP0.MM.mm-Bbbb<CR>pp.BO0.NN.nn

With:

pp indicating the hardware platform (GC for ME50-868)

UPQ U means M-Bus stack, P=0 for OEM boards, P=1 faBUS
dongle

MM: major version number of firmware

mm: minor version number of firmware

Bbbhb build number of firmware

NN: major version number of bootloader

nn: minor version number of bootloader

Example:

GC.U00.01.02-B011<CR>GC.B00.01.@licates an M-Bus stack
V1.02 (Build 011) for a ME0-868 module in an OEM board, plus a
bootloader V1.10

‘ATSn?’ command displays the content of Hayes registerbeum
ATSn? (refer to the register description table).

Answer :Sn=xor ERRORIf syntax problem or invalid register
‘ATSn=m’ command configures Hayes register number n wit
ATSn=m value m, e.g. ATS400=4<CR> enters the value ‘4’ inrtggster 400.
Answer :OK or ERROR

‘ATR’ command resets all modem’s parameters to ttefault

ATR values.

Answer :OK or ERROR

‘ATBL’ command exits from the main program and runs
bootloader. This command is useful to update the firmwarehal

ATV

ATBL S
or radio link.
Answer :OK or ERROR
Continuous modulated carrier, simulating transmission of ‘010101’
data.
ATT Answer :OK or ERROR

This command is stopped by sending a character on tle Igeki
Answer: No answer when exiting ATT
Set current date and tin

e« MM is the month number, from 1 to 12

« DD is the day number, from 1 to 31

e hhis the current hour, from 0 to 23

e mm is the current minute, from 0 to 59

¢ YYis the current year, from 5 to 99 (corresponding to yearg

from 2005 to 2099)
e ssis the current second, from 0 to 59

ATDT=MMDDhhmmYYss

Answer:OK if command format is corredERRORotherwise

Get current date and time.
Answer:MMDDhhmmYYss where:
¢ MM is the month number, from 1 to 12
« DD is the day number, from 1 to 31
ATDT? ¢ hhis the current hour, from 0 to 23
e mm is the current minute, from 0 to 59
e YYis the current year, from 5 to 99 (corresponding to yearg
from 2005 to 2099)
¢ ss s the current second, from 0 to 59

- 4 Y, [
Sl Ty =
; ] = .
R e . / i =~
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After an AT command (ended by <CR>), the serial lik gives back result code, "OK" or
"ERROR"; the response string contains <CR> as traiing character.

“+++” command gives back "OK".

©

4.2. Register List

Numbers irbold indicate the default value

Access | Register Name Description

Serial number of the module, the one present on the
R 192 Serial Number | sticker. Read-only register.
Ex: GCAJ4400001<CR>
Indicates the M-Bus mode on which the module worKs :
e '0: Mode S1-meter (default)
e 'l Mode S1-other
e '2': Mode S2-meter
e '3" Mode S2-other
e '4": Mode T1-meter
R/W 400 M-Bus Mode e '5': Mode T1-other
e '6" Mode T2-meter
e '7": Mode T2-other
e '8: Mode R2-meter
e '9: Mode R2-other
Note: to activate Mode S1-m, select S1 in this registe
and then act on preamble length in register 421.
Indicates the serial format options for serial frames sent
from user to the RF module

=

Serial Rx Format

Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | BitO

ts|8s|% 8| = | o | = | = | =

celselse| 2| e | 2|2 | ®

2518585 = | S| 2| 5| ¢S
RIW 401

Default value : 0

e Bit 0: indicates if Length Field is activated (1) or n@ (
e Bit 1: indicates if C Field is activated (1) or not (0)
e Bit 2: indicates if M Field is activated (1) or not (0)
e Bit 3: indicates if A Field is activated (1) or not (0)
e Bit 4: indicates if Cl Field is activated (1) or not (0)

Reproductlon forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. Page 21 of 49



Telit

Telit Wireless M-Bus Part 4 + Part 5 Mode R2 User Guide
1vw0300828 Rev.6 - 2013-05-06

Reproduction forbid

den without written authorization from Telit CommunicaEions S.p.A.- All Rights Reserved. Page 22 of 49

Serial Tx Format Indicates the serial format options for serial frames sent
from RF module to user
Bit7 | Bit6 | Bit5 | Bit4 | Bit3 | Bit2 | Bitl | Bit0O
o -
— >5 = ° = L] £
g |¥c|lo|c|&|&|&|¢8
e ® — — ()
=4 O < = 0 g
R/W 402
Default value : 0
e Bit 0: indicates if Length Field is activated (1) or n@ (
e Bit 1: indicates if C Field is activated (1) or not (0)
e Bit 2: indicates if M Field is activated (1) or not (0)
e Bit 3: indicates if A Field is activated (1) or not (0)
e Bit 4: indicates if Cl Field is activated (1) or not (0)
e Bit 5: indicates if LQI Field is activated (1) or n@¥ (
e Bit 6: indicates if Wakeup character is activated (1natr(0)
e Bit 7: indicates if RSSI Field is activated (1) or n@} (
Indicates the C Field value (Byte 0) when not activated
R/W 410 C Field on serial format (Bit 1 of register 401). From 0 to 255
Default : 68
Indicates the M Field value (Byte 0) when not activated
R/W 411 M Field_ByteO | on serial format (Bit 2 of register 401). From 0 to 255
Default : 174
Indicates the M Field value (Byte 1) when not activated
R/W 412 M Field_Bytel | on serial format (Bit 2 of register 401). From 0 to 255
Default : 12
Indicates the A Field value (Byte 0) when not activated
R/W 413 A Field ByteO | on serial format (Bit 3 of register 401). From 0 to 255
Default : 120
Indicates the A Field value (Byte 1) when not activated
R/W 414 A Field Bytel | on serial format (Bit 3 of register 401). From 0 to 255
Default : 86
Indicates the A Field value (Byte 2) when not activated
R/W 415 A Field Byte2 | on serial format (Bit 3 of register 401). From O to 255
Default : 52
Indicates the A Field value (Byte 3) when not activated
R/W 416 A Field Byte3 | on serial format (Bit 3 of register 401). From 0 to 255
Default : 18
Indicates the A Field value (Byte 4) when not activated
R/W 417 A Field Byte4 | on serial format (Bit 3 of register 401). From 0 to 255
Default : 1
Indicates the A Field value (Byte 5) when not activated
R/W 418 A Field Byte5 | on serial format (Bit 3 of register 401). From O to 255
Default : 7
Indicates the CI Field value when not activated on serial
R/W 419 Cl Field format (Bit 4 of register 401). From 0 to 255.
Default : 120
Indicates the radio channel (for R2 mode only). From|0
R/W 420 Radio Channel | to 9
Default : 0
5 [;M ~ | Ty [ .
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R/W

421

Preamble Length

Indicates if the preamble of the radio frame is short o
long (for Mode S only) :

'0": short preamble (default)

'1": long preamble

Note: When using Mode S1, this register allows the
module to work either in sub-mode S1-m (short
preamble) or in normal Mode S1 (long preamble).

R/W

422

Radio Output
Power

Indicates the output power of the RF module :
'0": 0 dBm

'1": +5 dBm

'2': +10 dBm (default)

‘3': +14 dBm

R/W

430

Serial Speed

Indicates the speed on the serial li
e ‘1: 1200 bits/s
e ‘22400 bits/s
e ‘34800 bits/s
e ‘4’ 9600 bits/s
e ‘5:19200 bits/s (default)
e '6": 38400 bits/s
e ‘7. 57600 bits/s
e '8 115200 bits/s

R/W

431

Serial Time-Out

Indicates the value of the time-out on the serial link
when Length Field is not activated.

Between 2 and 100 milliseconds

Default : 5

The time out value must be compatible with the seria|
speed.

Min. timeout
17 ms
9 ms
5ms

Serial speed
1200 bits/
2400 bits/s
4800 bits/s

3 ms 9600 bits/s

2 ms > 19200 bits/s

R/W

440

Wake-Up options

Indicates the different ways to wake-up the RF modu

Bit2 | Bitl | BitO

Timer
Serial
Low Power
Enable

Default value : 0 (No stand-by)

e Bit 0: Set this bit to ‘1’ to activate low power
e Bit 1: activates wake-up on serial character
e Bit 2: activates wake-up on timer (period set in regiétit)

Note: if bit O is set while bits 1 and 2 are both resé®tdhe only way to
wake up the module is to use hardware wakeup pin J18. bfdries 1 and 2
is set, bit 0 must also be set, otherwise an error resoreteirned.
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Defines the duration between the end of an event (ra
or serial exchange) and the return to stand-by. i§his
useful to keep the module awake between frames du
a bidirectional session as defined in Modes S2, T2, R
For Modes S1 and T1 this register may set to a low
value to save power.

dio

ring

ents

R/W 441 LD T Each time a new event happens, the timer is restarte
Out . o
with the specified value.
More details inSection 4.4.1
Between 0 and 255 milliseconds.
Default : 0
Defines sleep time in seconds between 2 wake-up eV
when wake-up timer option is activated in register 44
Between 0 and 255.
0 indicates a sleep duration of 500 milliseconds.
R/W 442 Sleep Time Other values indicate directly the sleep duration in
seconds.
Default : 1
Indicates whether received radio frames are filt
based on their M-Field and A-Field.
R/W 452 Rx Filter
e '0": Rxfilter disabled (default)
* '1": Rx filter enabled
8 bits mask containing options for Wireless M-Bus
frame transmission.
» Bit 0: enable check on duty cycle limit
* Bit 1: enable Listen Before Talk
R/W 453 Tx Options » Bit 2-7: reserved
Refer toSection 4.5or details on transmission options,
Default: 0
8 bits mask containing options for Wireless M-Bus p4d
5.
e Bit 0: enable Wireless M-Bus part 5 when in Mod
R2
e Bit 1: if Wireless M-Bus part 5 is enabled, enable
network management in the concentrator
» Bit 2: if Wireless M-Bus part 5 is enabled, disablg
upstream frame forwarding in gateways without
RIW 454 M-Bus part 5 downstream nodes

* Bit 3—-7: reserved
Reserved bits should be set to zero for compatibility
with future firmware versions.
Refer toChapter For details on the implementation of
Wireless M-Bus part 5.

Default: 0

A

k]
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Registered Meter] Command options for registered meters (write-only

Options register)

Bit7 | Bit6é | Bitb | Bit4 | Bit3 | Bit2 | Bitl | BitO

5 _ | __|B©o | DB __| DT L s o) g

o go 2o g0l 8023 & |25

oL | g2 | ce|6e|lce 88| 5 | 88

n = n = 0= n = 0 = c Z 8 :GE-’
wo| oo || g3 82| 8282|8208 ¢ |3

« Bit 0: Set this bit to ‘1’ to add or edit a registemaéter, set to ‘0’ to
remove a registered meter

e Bit 1: Set this bit to ‘1’ to enable sending to the sepwait received
radio frames with the corresponding M-Field and A-Field

 Bit 2: Activates encryption and decryption to frames wlitd
corresponding M-Field and A-Field

R/W 461-468 | Meter Address Contain the manufacturer ID (registers 461-462) and

address (registers 463-468) of a registered meter,

corresponding to the M-Field and A-Field of frames

sent by that meter. Both fields are stored least

significant byte first.

Values from 0 to 255

R/W 470-485 | Meter Key Contain the encryption key for communication with a

registered meter, stored most significant byte fifst.

DES is used, the key is 8 bytes long and is stored in the

first 8 registers (470 to 477), while the remaining

registers are unused; if AES-128 is used, the ke§ is 1

bytes long and is stored in registers 470 to 485.

Values from 0 to 255

4.3. Operating Mode

When the module is in operating mode, each frameiag on the serial link is sent on the
radio link, and each valid wireless M-Bus frameeiged on the radio link is sent on the serial
link.

These serial data (Tx or Rx) will have a specifarniat depending on the module
configuration defined through the different registdt allows a high flexibility in the use of
our module in a wireless M-Bus application.

A module configured as either S1-meter or T1-m@tygister 400 set to O or 4, respectively)
does not activate frame reception on the radiafade, since S1 and T1 are unidirectional

modes. As a result, no frames will be sent to tedak link by modules with these
configuration settings.

e | E TR
= /oY —
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4.3.1. Serial Frame on Transmission

JuUuues —» j _——z
User RF Module

Serial frames arriving on the serial link of the RBdule can have the following fields:

Wakeup | Length | C | M | A | CI Data
with:
Field Length Description

Wakeup character

Wakeup 1 If wakeup on serial character is activated, the RF modriebe triggered by
starting the serial frame with a OxFF or 0x00 character.

Length of frame

Giving the serial frame length to the RF module shorttigserial time out
at the end of RX, leading in a very short wake up domand very low
power results. Using this field allow to save at I€asts for each wake up
Length 1 cycle. The RF module considers that the serial frangemplete as soon as
the specified length is reached or until the serial tirtels spent.

Length value should count all subsequent bytes, including othet seri
options fields if any. Only Wake-up and Length bytes dorterein the
calculation of Length.

C field

It specifies the role of the frame (Request, ACK, ...).

Manufacturer and Address fields

Use this option to simplify the maintenance: in casedfo module
replacement, the ID is already specified in the host aedrit need to be se
through registers.

However this option makes the serial frame longer an@asas the work
duration (more power consumption). M and A can be activated selyarat
Control Information field.

Option to be used if several applicative layers use thelegs M-Bus link. If
only one application is running, the Cl field can be fixed amti§pd in the
corresponding register.

—

Cl 1

The optional header depends on the different gstiih module registers:
=  Wakeup is necessary if bit 1 of register 440 is setto 1
» Length is necessary if bit O of register 401 is setto 1
= Cisnecessary if bit1 of register 401 is setto 1
» M is necessary if bit 2 of register 401 is setto 1
» Aisnecessary if bit 3 of register 401 is setto 1

= Cl is necessary if bit 4 of register 401 is setto 1

¥, [0

oo B T
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- Reproduction forbldden without written authorlzatlon from Telit Communlcatlons S.p.A.- All Rights Reserved. Page 26 of 49




Telit

Telit Wireless M-Bus Part 4 + Part 5 Mode R2 User Guide
1vw0300828 Rev.6 - 2013-05-06

Examples:

S401 =31 and S440=3or 7
Serial frame must have this format:

Wakeup | Length | C | M | A | CI Data

S401=30and S440=3 or 7
Serial frame must have this format:

Wakeup| C | M | A | CI Data

S401 =17 and S440=3 or 7
Serial frame must have this format:

Wakeup | Length | CI Data

S401=31and S440=1o0r5
Serial frame must have this format:

Length | C | M | A | CI Data

Whatever is the serial frame format, data on Rk iwill always have the same format,
described irSection 2.41n case of one or several fields (except Waképpt activated on
the serial frame, the RF module will use the valeBned in the corresponding register.
Example:

If serial frame has this format:

Length | Data (10 bytes

On the RF link, data will have the following format

Preamble

L-Field C-Field M-Field A-Field CRC-Field

Length | Register 410| Registers 411 - 41] Registers 413 - 41§ 2 bytes

Cl-Field Data-Field CRC-Field

Register 419| Data (10 bytes 2 bytes

Postamble|
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4.3.2. Serial Frame on Reception

_——Z \L _rurr—
RF Module User

Serial frames sent on the serial link by the RF ut®dan have the following fields:

OXFF | Length | C | M | A | CI Data LQI RSSI
with:
Field Length Description

Wakeup character

Very useful especially in Modes S2 and R2 to work as “Waké&adio”
OxFF 1 way. In these modes the user can be woken up by serigdiideradio frame
is received. This option comes in addition to the STANDBY SUAT
signal.

Length of frame

Indicates to the user the length of serial frame hecmiving. Length value

Length 1 takes into account all subsequent bytes, including othexl sptions fields
if any. Only Wakeup (OxFF) and Length bytes don’t entehéncalculation
of Length.
C 1 C field

Specifies the role of the frame (Request, ACK, ...).
M 2 Manufacturer and Address fields

Indicate the sender or receiver ID of the received fravhand A can be
A 6 activated separately.

Control Information field.

Option to be used if several applicative layers use trelegs M-Bus link. If
only one application is running, the Cl field can be fixed amtigpd in the
corresponding register.

LQI

LQI 1 This byte indicates the level of radio reception, fro(pdor) to 3
(excellent).

RSSI

RSSI 1 Received Signal Strength Indicator, containing thelimgower of the
received radio frame expressed in dBm as a signed 8 bit number

Cl 1

The optional header and footer depend on the difitesettings of module registers:
=  Wake-up will be added if bit 6 of register 402 is setto 1
» Length will be added if bit O of register 402 is setto 1
= C will be added if bit 1 of register 402 is setlto

g

- ~ 4
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= M will be added if bit 2 of register 402 is setlto

= A will be added if bit 3 of register 402 is setlto

= CI will be added if bit 4 of register 402 is setlto

= LQI will be added if bit 5 of register 402 is setto 1
» RSSIwill be added if bit 7 of register 402 is setto 1

Examples:

S402 =127

Serial frame will have this format:

Wakeup | Length | C | M | A | CI Data LQI
S402 =126

Serial frame will have this format:

Wakeup| C | M | A | CI Data LQI
S402 = 209

Serial frame will have this format:

Wakeup | Length | CI Data RSSI
S402 =31

Serial frame will have this format:

Length | C | M | A | CI Data

Stand-by Mode

A key functionality available into the Wireless MuB stack is the ability to have RF modules
in stand-by mode. During this mode, the RF modake d&very low power consumption.

Wakeup of the Module
There are 3 different ways to wake up the modwdéndd by value of register 440.

=  Wakeup on hardware, using wakeup signal J18: #@lsys possible to wake up the
module by applying a logical ‘1’ to the ‘WAKEUP’ ggial. When serial transmission is
finished, ‘WAKEUP’ signal must be put back to a il ‘0O’ to allow the module
returning in stand-by; else the module is kept awakile the WAKEUP pin is
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maintained to ‘1’. When wakeup on serial charagdenot activated, there must be at
least a 90 us delay between the positive edgeedMAKEUP pin and the first character
sent on the serial port.

= Wakeup on serial character: it is possible to wae¢he module by sending a wakeup
character at the beginning of the serial frameetads(refer toSection 4.3.%; although
any character can awaken the module, either OxFBx80 must be used as wakeup
character, otherwise the module serial port migheive corrupted bytes. After sending
this frame on the air, the module will stay awakéila new radio or serial event occurs
or until timeout defined by register 441 is reached

= Wakeup on timer: it is possible to force the modvolevake up periodically. This cyclic
wakeup option is activated by bit 2 of register 44@ the time between 2 wakeup events
is defined by the value of register 442. When wgkip, the module will check the radio
link for a valid frame preamble. If nothing is deteed on the air, the module returns
immediately to stand-by. Otherwise, it will waitrfa valid frame and then automatically
go back to stand-by after an interval defined ywhlue of register 441.

When timer is enabled, the stand-by consumption adhe RF module is higher (refer to
consumption data inChapter 6).

These different wakeup and stand-by modes aregiyroalated to the Wireless M-Bus mode
chosen. So that, the user has to correctly setifferent registers in accordance with the
usage. The following truth table can help for cguafation:

S1 S2 T1 T2 R2
Register 440 bit 1 v x v v x
Register 440 bit 2 x v x x v
Register 441 v v v v v
Register 442 x v x x v

v : to be configured

X : not used

4.4.2. Wakeup of External User Equipment
There are 2 different ways to wake up the extensal equipment:

= Through ‘STANDBY STATUS’ output signal (J2): thiggeal is set to logical ‘1’ while
the module is operating and return to ‘0’ duringnst-by periods.

» Through serial character: when the module receaveslid RF frame, it can add a OxFF
character at the beginning of the serial frame &kevup the external user equipment.
This type of functioning is so called “Wake on Radi
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4.5. Advanced Features

4.5.1. Hardware Flow Control

In both configuration mode and data mode, flow maran the serial port is operated via the
RTS pin, which is de-asserted (logic level 1) whkimmodule is unable to receive bytes (e.qg.
when processing an AT command or a serial framé)rarasserted (logic level 0) when new
bytes can be received.

4.5.2. Duty Cycle Management

Configuration register 453 allows using the dutgleymanagement feature of ME50-868.
When enabled (bit O of register 453 set to 1), fe&ure ensures that a single module does
not occupy the radio channel more than allowedhgyWireless M-Bus standard. The duty
cycle is defined as the total time a device tratsimithe wireless medium over a 60 minutes
period. It is expressed in percentage relativetonfnutes, and its maximum allowed value
varies between 0.02% and 1%, depending on M-Busraad device type.

When a frame is received from the serial port d@duty cycle limit has been reached, the
module discards the received frame instead of sgritlto the radio interface.

The Wireless M-Bus firmware of ME50-868 implemeditdy cycle management by filling an
internal log containing data on the radio framesdmitted in the last hour. Since memory
resources of the module are limited, the transoiskig cannot host more than 255 entries,
and each entry cannot account for more than 258sedbnds of transmission time (if a
single frame lasts more than 255 milliseconds,trigmsmission time is split in different
entries). If at a given time the internal log id,fuo further frames can be sent by the module
(even if the duty cycle limit has not been reacheat)l sufficient time has passed such that
some log entries become older than one hour; ifmigation should be taken into account
when enabling duty cycle management in the module.

Records of past transmissions used for duty cy@aagement are cleared when the module
is put in configuration mode and receives either TR command or a command that sets
register 400 to a valid value.

4.5.3. Listen Before Talk

When bit 1 of configuration register 453 is sefliche Listen Before Talk (LBT) feature of
MESO0-868 is enabled. LBT operation allows decrgasire probability of collision between
different modules trying to transmit radio framestlze same time. When this feature is
enabled, ME50-868 listens to the wireless mediuforberansmitting a radio frame (except
for frames sent with function codes ACK, NACK andA®K, which are used as
acknowledgement frames in Wireless M-Bus Part ferréo Section 5.1for details). The
minimum listen time is 5 ms; if during this time mativity is detected on the radio link,
frame transmission starts immediately, otherwisesDHB68 waits until the link becomes free
and then listens again for another 5 ms interviédr avhich an additional listen interval of
random duration between 0 and 5 ms is added bé&famee transmission finally starts. If the
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radio link becomes busy during the listen time, \BB8 waits for the channel to become
free and then restarts the listen procedure.

4.5.4. Date and Time

MES50-868 is able to keep track of current date @me, with a supported calendar covering
the years from 2005 to 2099. The internal cloclksraiso with low power mode enabled. The
current date and time can be set and retrievedoirfiguration mode with the ATDT
command (se&ection 4.1for details). If Wireless M-Bus part 5 operati® enabled and
ME50-868 is configured as meter device, the curidsie and time can also be set in
operating mode, by sending to the module a spdifie synchronization frame as described
in Section 5.2.1

4.5.5. Registered Meters

A MES50-868 module can register up to 32 meterdyeaused for filtering received M-Bus
frames and encrypting radio communication. Datadgistered meters is stored in EEPROM
memory, which is accessed through configuratiomsters 460, 461-468 and 470-485.

To add, edit or delete an entry in the list of ségjied meters, the manufacturer ID and address
of the meter must be inserted in registers 4616®, 4he encryption key (if used) must be
inserted in registers 470 to 485, and the appriapfiags must be set in register 460. When bit
0 of register 460 is set to 1, if no meter corresjdog to the contents of registers 461 to 468 is
present in the list, a new entry is added withdpgon flags specified in register 460; if the
meter is already present, no entry is added, batogition flags of the existing entry are
updated. When bit 0 of register 460 is set to @, rigistered meter corresponding to the
contents of registers 461 to 468 is removed froeligt. An error response is returned by
MES50-868 when trying to add a new entry if the iésfull. Register 460 is write-only, and an
error response is returned when trying to readrdigester value. After exiting configuration
mode, contents of registers 461 to 468 and 47®@%oade not guaranteed to remain the same
when re-entering configuration mode, thus the sbeuld always set the register contents (at
least manufacturer ID and address, if no encrypitomeeded) before setting a value in
register 460. Issuing the ATR command clears thedf registered meters. Refer to the
description of frame filtering and encryption irethest of this section for details on how to
use registered meters.

4.5.6. Frame Filtering

An optional filter on received M-Bus frames candmtivated, which allows transmitting to
the serial port only frames whose M-Field and Aldrimatch one or more specific values.
Frame filtering is enabled by setting register 452.. The addresses used to filter incoming
frames differ depending on whether the module ifigared as ‘meter’ or ‘other’ device.

Meter devices use the manufacturer ID and addrefiised by the content of registers 411 to
418 to filter incoming frames. Regardless of ttefe filtering option being activated or not,
meter devices never filter out received frames aiairtg the broadcast address (i.e. with all
bits of manufacturer ID and address set to 1).

— - HE Tk - / —1 o
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Concentrators can use the frame filtering featifdiB50-868 by registering the meters from
which they want to receive data, i.e. putting theanufacturer ID and address in the list of
registered meters. When registering a given meteciianging the options of a registered
meter), bit 1 in the value of register 460 mustskéto 1 in order to enable sending to the
serial port M-Bus frames received from that meter.

A Wireless M-Bus application can define an instaia mode in which a meter looks for a
concentrator to bind to. Frames sent by metersstalilation mode use typically a C-Field
with function code set to 6 (refer ection 2.4for a description of C-Field format). In order
to be able to receive frames from meters in iretiath mode, when ME50-868 is configured
to act as concentrator, filtering does not applyeieived frames with function code set to 6,
which are always sent to the serial port, regasddéshe frame filtering option.

When Wireless M-Bus part 5 operation is enabled Gleapter %, different filtering rules are
applied to frames received from the radio interfdhas the frame filtering option in register
452 has no effect.

Encryption

MES0-868 can encrypt and decrypt Wireless M-Bum#a to provide secure communication
between nodes. Two encryption algorithms are supgpnamely DES and AES-128; for
both algorithms, Cipher Block Chaining is used aslenof operation.

Encryption and decryption are implemented followitng guidelines in EN 13757-3 and

adding some extensions from the Dutch Smart MeggjuRements. In order to use encrypted
communication, one of the following ClI-Field valussist be used in sent frames: 0x72,
0x7A, Ox5A and 0x5B. In addition, a specific headerst be inserted as first part of the Data-
Field; this data header is used by the firmwaredétermine the encryption type. The

encrypted part of a frame is the portion of theab@ield following the data header, while the
data header itself is always sent unencrypted.

There are two types of data header. The firsthytés long and must be used with Cl-Field
values 0x7A and Ox5A, its format is the following:

Access number Status Signature

1 byte 1 byte 2 bytes

The second type of data header is 12 bytes longrarsd be used with Cl-Field values 0x72
and 0x5B; its format is the following:

Identification Manufacturer Version Device Access Status | Signature
number ID Type number 9
4 bytes 2 bytes 1 byte 1 byte 1 byte 1 byte 2 bytes

= Identification Number is a unique device identifier coded as 8 BCD digit
= Manufacturer ID is the identifier of the device manufacturer.
= Version specifies the version number of the device anédgp on the manufacturer.

» Device Typespecifies the functionality of the device (for exale, electricity meter).
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» Access Numbeiis an unsigned number from 0 to 255 that shoulthtxemented by one
at each sent frame.

» Statusindicates the operating status of the device amdbe used to signal the presence
of an error condition.

= Signatureis a 2 bytes word containing the length of en@gptontent (in the first byte)
and the encryption method code (in the 4 leastfsignt bits of the second byte). Since
encryption and decryption can only be performedlocks, the number of encrypted
bytes is a multiple of the block size (8 for DESQI a6 for AES-128). Therefore, the 3 or
4 least significant bits of the first byte of thigreature word do not enter in the count of
encrypted bytes, and can be used for other purposes

The supported encryption methods are identifieddnjes 2, 3, 4 and 5. Methods 2 and 3 use
DES encryption, while methods 4 and 5 use AES-M#&hods 3 and 5 need the long data
header (12 bytes) to initialize the CBC algoriththerefore they can be used only with CI
field values 0x72 and 0x5B; methods 2 and 4 camuder with any of the four Cl-Field
values. Method 3 needs the current date to irggaihe CBC algorithm, therefore in order to
communicate with this encryption method a meter tnhave the same date as set in the
concentrator.

Concentrator devices can send encrypted frameantd receive encrypted frames from) any
of the registered meters; to enable encryption dommunication with a given meter,

manufacturer ID, address and key (DES or AES-128he meter must be inserted in the
relevant registers and bit 1 must be set to 1 énofption register 460. Since the M-Field and
A-Field values of frames sent or received by a mivaeeter correspond to the meter
manufacturer ID and address, encryption is enalleal meter device by inserting its own

manufacturer ID and address in an entry of thesteged meter list and setting bit 1 of the
options register 460 to 1.

Once all the relevant configuration registers focrgption have been set, when a frame with
a data header specifying one of the supported ptiarymethods is received from the serial
port, ME50-868 encrypts the frame using the keyresgonding to manufacturer ID and
address and the encryption method contained isifireature word. If the signature contains
an encryption method code incompatible with theF@ld, the frame is discarded. If the
signature contains an unsupported encryption metftwdmethod 0, which means no
encryption), the frame is sent unencrypted. Be&rerypting a frame, filler bytes with value
Ox2F are added at the end of the Data-Field, iessary, to make the length of the encrypted
payload a multiple of the block size (8 bytes f&®and 16 bytes for AES-128). The number
of encrypted blocks contained in the signature wara/ided by the user is ignored, and the
value corresponding to the length of the encrygiutent is inserted in the signature before
sending the frame (sent frames cannot be pargaltyypted).

When receiving from the radio interface an encrgptéreless M-Bus frame, if M-Field and
A-Field correspond to a registered meter with epiioym enabled, ME50-868 decrypts the
frame before sending it to the serial port, proglittee frame contains a valid data header and
a supported encryption method code. Received frahascannot be decrypted because of
invalid contents (such as Data-Field length incotibpawith signature, or encryption method
incompatible with Cl-Field) are discarded, and feenwith unsupported encryption methods
are sent unaltered to the serial port. Decryptibpantially encrypted frames is supported.
MES0-868 does not modify the signature word of eeieed M-Bus frame after decryption,
so that user applications are able to verify whadkryption method has been used and how
many blocks of the frame have been sent encrypted.
’q ,ll*in
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If Wireless M-Bus part 5 operation is enabled, ides to support encrypted communication
with multi-hop paths, the key used to encrypt aedrgpt frames in a concentrator may be
selected based on the network layer informatioteats of the M-Field and A-Field; refer to
Section 5.4or further information.

Remote AT Commands

MES0-868 is able to accept and execute AT commaeds over the radio link as Wireless
M-Bus frames; this feature is particularly usefuiupdate the firmware of ME50-868 from a
remote host. Only modules configured as metersacaapt remote AT commands.

A Wireless M-Bus frame containing an AT command dogiven module must have the C-
Field set to Ox4B, the M-Field and A-Field setlie tontents of configuration registers 411 to
418 of the module and the Cl-Field set to OxAOgikithe first value in the range reserved for
manufacturer-specific applications according to EBV57-4). The Data-Field must contain
the AT command with the format described Section 4.1 without the trailing <CR>
character. Upon receiving a remote AT command, M&58), instead of sending the received
frame to the serial port, executes the commandraplies with a Wireless M-Bus frame
containing the response to the command. The resdoasie has the C-Field set to 0x08 and
the M-Field, A-Field and CI-Field identical to tt@®f the command frame; the Data-Field
contains the response with the format describe8dation 4.1 without the trailing <CR>
character.

If the module receives a remote AT command includipg a <CR> character, this
character and all subsequent bytes in the commandrsg are ignored.

The ‘+++ escape sequence and the ATT command ¢d®eent remotely, and an ERROR

response is sent by the module if these commaidystare received. Since registers 461 to
468 and 470 to 485 are not guaranteed to keepdbetent when the module is in operating
mode, it is not recommended to use remote AT condsan update the list of registered

meters of a given module.

In order to avoid conflict with the execution ofrrete AT commands, external applications
should not use the Cl-Field value 0xAO for othemmses than sending AT commands.
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Wireless M-Bus Part 5 Operation

An important feature of ME50-868 is the implemeiotabf the protocol described in Section
6 of EN 13757-5 (refer t&ection 2.6for basic information on the protocol). This clept
contains more detailed information on firmware @pien when Wireless M-Bus part 5 is
enabled.

Basic Operation

In order to enable Wireless M-Bus part 5 operatammfiguration register 400 must be set to
either 8 (R2-meter) or 9 (R2-other), and bit Oadister 454 must be set to 1. When a module
is configured as concentrator (“other” device)adts as the root node of the network tree,
while modules configured as meter devices cantherdieaf nodes or gateways.

Each device has a manufacturer ID and addresshvaneused to determine whether frames
received in downstream direction are for the laeade, and can be used (depending on the
serial Rx format options) as M-Field and A-Fieldfieimes sent upstream. In the remainder of
this chapter, the concatenation of manufactureraiid address of a specific node will be
referred to simply as the node address. Each mothailgeves its local address from
configuration registers 411 to 418.

When its M-Bus mode is configured as R2-meter, duteis able to operate as a gateway in
a tree network as defined in Wireless M-Bus patfifion receiving a radio frame, a gateway
parses the frame fields to determine whether tamdr must be forwarded to another node,
handled internally by the firmware, transmitted toe serial port to the user application or
ignored; broadcast frames (containing the M-Field A-Field with all bits set to 1) are also
supported. A concentrator (M-Bus mode set to R2)tlupon reception of an M-Bus frame,
either discards it, handles it internally or passé&sthe serial port.

The concentrator, as root node of the tree, deditesietwork topology by means of two
mechanisms. For downstream transmissions, eacle fsamt by the concentrator contains the
full path to reach the destination; for upstreaams$missions, the concentrator assigns to each
gateway two lists of nodes for which the gatewalf melay frames: one is the list of end-
nodes and the other is the list of gateways. Asried inSection 2.6.2the first gateway in
the path from a meter to the concentrator addsor&timformation to frames received from
the meter, using the CI-Field value 0x81; this nsalte possible to distinguish frames
forwarded by gateways from frames sent directhynisters. A gateway forwards upstream a
frame sent directly by a meter if that meter isiti list of end-nodes; likewise, a frame
forwarded by a gateway is forwarded again by arsggateway if the first node is in the list
of gateways of the second node. Two exceptionsyapphis rule. The first exception is that
received frames are always forwarded by a gateway ielevant list is empty. The second
exception is represented by frames sent (directipdirectly) by nodes in installation mode,
i.e. with the function code of the C-Field set tdttese frames are forwarded by all gateways
receiving them, regardless of the presence anaiotsof the relaying lists.

MES0-868 modules configured as gateways implemémt tules described above to
determine whether a received frame must be forveandgrieving the transfer direction of the
frame from the PRM bit in its C-Field (which is setl in downstream transmissions and to O
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in upstream transmissions). Downstream framesaweafded by a gateway if their M-Field
and A-Field correspond to the local address of ghteway and there is valid network
information to determine the next hop. Upstreanmia are forwarded if they come from
nodes belonging to the local list of nodes to relata from (if the list is not empty), or if they
are installation frames (i.e. the function code-8ald of the C-Field has value 6). See
Section 5.For further information on the management of reigylists.

Depending on the network topology, having gatewaijlsout downstream nodes in their lists
can cause unnecessary network traffic and in samsesccollisions between frames from
different nodes, because according to EN 13757gataway receiving an upstream frame
shall forward it if the relevant list of nodes twlay data from is empty. Since the additional
network traffic due to the above rule could caustegradation of network performance, a
configuration option is provided which allows difa under certain conditions frame
forwarding by gateways. This configuration optisrrépresented by bit 2 of register 454 (see
Section 4.2): if this bit is set to 1 in a modutenfigured as gateway, the module does not
forward an upstream frame received from a node lwisioot in the appropriate relaying list,
regardless of the list being empty. This optionsdoet affect frames sent from nodes in
installation mode, (function code set to 6), whéch always forwarded.

As explained in Section 2.6.2, the first gatewaythie upstream path from a meter to the
concentrator inserts network information beforemanding a received frame; this network

information is 11 bytes long, thus the maximum tbrngf frames sent by meters which are not
in direct communication with the concentrator is ytes less than the normal maximum

length of a Wireless M-Bus frame. If a gateway adriorward an upstream frame because its
Data-Field is too long to insert network informatidhe frame is discarded.

The communication flow between concentrator andermseis usually initiated by the
concentrator, which can send data to meters anteseglata from them; however, meters are
allowed to send unsolicited frames upstream, fangde when in installation mode. If a
multi-hop path separates the concentrator from aemehe travelling frames are
acknowledged at each hop by the receiving nodeeg¢snthe function code indicates an
acknowledgement is not needed), both in downstraathupstream direction. If a sending
node fails to receive an acknowledgement, it redsehe frame up to two times.
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The function codes to be used for downstream fraaredisted below:

Function code Name Description
LRESET Link reset, used to set the FCB bit for a pair of nddex

0x0 common starting value (s&ection 2.% a link reset frame doeg
not carry Cl-Field and Data-Field and is not acknowledged

0x3 SEND Send data downstream

0x4 BCAST Send data downstream, without acknowledgement

0x6 INSTALL Send data to a node in installation mode

0x7 RACK Reverse acknowledge, used to acknowledge frames received
from downstream

0x8 S-REQUEST | Status request

OxA P-REQUEST | Priority request

0xB REQUEST | Request

The following table lists function codes to be ugadupstream frames:

Function code Name Description

0x0 ACK Positive acknowledge, used to acknowledge frames received
from upstream

ox1 NACK Negative acknowledge, used to reject frames received
upstream

0x6 INSTALL Send data, used in installation mode; not acknowledged

0x8 RESPONSE | Response, used to respond to P-REQUEST or REQUEST frames

0x9 N-RESPONSE Negr_sltlve. response, used when a response to a request cannot be
provided; not acknowledged

0xB S-RESPONSE| Status response, used to respond to a status request

A request frame, which usually requires acknowledget, may not be followed by an ACK
when the receiving node is the end destination meézause the response frame of the meter
is an implicit acknowledgement of the received esju

When Wireless M-Bus part 5 operation is enabledia50-868, for each frame sent or
received by a module on the radio link, acknowledget and retransmissions are handled
automatically by the firmware according to EN 13BAwithout any interaction with the
serial interface. Acknowledge frames sent by theduf® do not carry Cl-Field and Data-
Field. Acknowledge frames are not sent for reqéreshes received from upstream at an end
node, since a response frame is expected to beskerity via the user application. After
sending a frame, any acknowledge frame receivedrisidered valid if it carries the same M-
Field and A-Field as the frame just sent. If a feawith the FCV bit of the C-Field set is
being sent downstream, the frame count bit is aatmally adjusted based on frames
previously sent to the same downstream node. Wisdirsg the first frame with FCV setto a
given node, a LRESET frame is sent first to englueefollowing frame will not be discarded

= i ’*'“’ > | - |
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by the receiving node. In frames sent by the coinatar, which are necessarily downstream
frames, the PRM bit in the C-Field is automaticaigt if not set by the user. Frames sent by
user applications should not carry a function c@RESET, because this could cause a
misalignment between the FCB bit of network nodes thus prevent further communication
between the nodes. With the exception above, yg@ications can exchange frames with any
function code: if an unknown function code is besent or received, the module does not
expect or send any acknowledgement. Any Cl-Fieldevaan be used in application frames,
even values marked as reserved for future use ILENS7-5; however, special values such as
0x81 and 0x83 should only be used for the spegifigpose for which they are intended,
because frames with these Cl-Field values mightaelled internally by the firmware.

When a frame is being sent to another node, ME®i8&inable to send or receive frames
other than those related to the current transrmssiatil it completes either successfully or
with errors. If the receiving node does not resp@avyeral seconds might pass before a new
transmission can be initiated (for instance a kbsds timeout is mandated by EN 13757-5
for frames sent to end nodes); during this timegwa frame can be received on the serial port,
but after that the RTS pin is de-asserted untibiytes received from the serial port have been
processed and the new frame is ready to be serd@n\atiand-by mode is enabled (see Section
4.4), the module does not enter stand-by as lottigeasurrent transmission is ongoing.

Network Management Protocol

In order for the concentrator to establish thednaission path to any given network node in
the tree, EN 13757-5 defines a network managememndgnl which allows the concentrator
to discover the path to nodes not directly reaahabl instructs the gateways to relay frames
from specific nodes. The ME50-868 firmware is ablgenerate and parse internally network
management frames, allowing setup and managemeheaietwork topology without user
intervention.

Network management is implemented by an applicakiger protocol using the ClI-Field
value 0x83. The first byte of the application dafea network management frame is called
function field (F-Field); the length and format s@ibsequent data depends on the F-Field
value. The following sections describe the différgipes of network management frames,
specifying the F-Field value and the format of &ggilon data. Frames used to send data from
the concentrator to other network nodes (time ssorghation, clear relaying list, end-node
relaying list, gateway relaying list and clear kmoligt) have a C-Field with function code set
to SEND, BCAST or INSTALL. Frames used to requegtdrom network nodes (such as to
retrieve the known node list and the upstream g)ifzeive a function code set to S-REQUEST,
P-REQUEST or REQUEST, and corresponding responses hetwork nodes have a
function code set to S-RESPONSE, P-RESPONSE or RRSE. Last, frames used to
report a downstream relaying error are sent as ligiisd responses from gateway to
concentrator and have a function code set to S-RIESE or RESPONSE.
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Time Synchronization

The concentrator sends time synchronization fraimemteways and meters to set a common
time reference for the network nodes. The formahefapplication data is the following:

F-Field Year Month Day Hour Minutes | Seconds | Time zone

0x00 1 byte | 1byte | 1 byte 1 byte 1 byte 1 byte 1 byte

Year can range from 5 to 98Jonth is the month number (ranging from 1 to 12) dihe
zoneis the time offset relative to UTC, ranging frof®2-to 12.

Clear Relaying List

The concentrator uses this frame type to emptyretaying lists of one or more gateways.
The format of the application data is the following

F-Field | Modifier

0x10 1 byte

Modifier is a bitmask indicating which lists should be ok with bit 7 (most significant
bit) for the list of gateways and bit 6 for the li§ end-nodes.

End Node Relaying List

The concentrator uses this frame type to add elenterthe lists of end-nodes of a gateway.
The format of the application data is the following

F-Field | Node count | Address 1 Address n

0x11 1 byte 8 bytes 8 bytes

Node countis the number of end-nodes to add to the list/Aaddress 1to Address nare the
addresses of the end-nodes.

Gateway Relaying List

The concentrator uses this frame type to add elemterthe lists of gateways of a gateway.
The format of the application data is the following

F-Field | Node count | Address 1 Address n

0x12 1 byte 8 bytes 8 bytes

Node countis the number of gateways to add to the list Address 1to Address nare the
addresses of the gateways.




Telit

Telit Wireless M-Bus Part 4 + Part 5 Mode R2 User Guide
1vw0300828 Rev.6 - 2013-05-06

5.2.5. Known Node List

The concentrator uses this frame type to requesighof known nodes to a given device, i.e.
the nodes with which the device is able to commateicdirectly. The format of the
application data of the request frame is the foilhmw

F-Field Modifier

0x14 1 byte

Modifier is a bitmask, with bit 7 (most significant bitdicating whether the first (value 0) or
the next (value 1) block from the list of known esdshould be returned, and bit 6 indicating
whether information for the link quality of eachdwn node should be returned (value 1
means quality information should be returned).

The format of the application data of the respdreme is the following:

F-Field | Count/Modifier | Address 1 . Q_uahty ... | Addressn | . Q_uallty
indicator 1 indicator n
0x14 1 byte 8 bytes 1 byte 8 bytes 1 byte

Count/Modifier is a bitmask, with the following bit fields:

« bit 7 (most significant bit) indicates whether first (value 0) or the next (value 1) block
from the list of known nodes is being returned

* bit 6 indicates whether quality information is bgireturned (value 1 means quality
information is present)

« bit 5 indicates whether this is the last block frtime list (value 1) or there are more
known nodes to be reported (value 0)

* bits 4 to 0 contain the number of nodes presetitérframe

Address 1to Address ncontain the address of known nodes.

Quality indicator 1 to Quality indicator n (present only if bit 6 o€ount/Modifier is set to
1) represent the link quality with the known nodegyressed as unsigned number, with larger
values indicating better quality.

5.2.6. Clear Known Nodes

The concentrator uses this frame type to emptyfligheof known nodes of a gateway. The
application data contains only the F-Field, withues0x15.
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Downstream Relaying Error

When a gateway is unable to forward a downstreamér it sends to the concentrator an
unsolicited response frame containing informatiarttee error. The format of the application
data is the following:

F-Field Condition Address

0x20 1 byte 8 bytes

5.2.8.

Condition is a bitmask, with bit 7 (most significant bit}t¢e 1 if the downstream frame was
rejected by the recipient with NACK responses, #&itd6 set to 1 if there has been no
acknowledge from the recipient.

Addressis the address of the downstream node to whiclfrémee could not be relayed.

Upstream Relaying Error

When a gateway is unable to forward an upstreamndrait stores internally the error
condition so that when the link with the upstreamde is re-established the concentrator can
retrieve information on the error. The applicatidata of the request frame from the
concentrator contains only the F-Field, with valx21, while the format of the application
data of the response frame is the following:

Application
data 1

Application

F-Field data n

Count/Modifier | Time tag 1 Time tag n

0x21 1 byte 7 bytes n bytes 7 bytes n bytes

5.3.

Reproduction forbid

Count/Modifier is a bitmask, with the following bit fields:

bit 7 (most significant bit) is set to 1 if timegtés being returned for each error

bit 6 is set to 1 if application data is being ratd for each error

bit 5 indicates whether this is the last block frtra list of downstream errors (value 1)
or there are more errors to be reported (value 0)

bits 2 to 0 contain the number of error entrieseng in the frame

Time tag 1to Time tag n (present only if bit 7 oCount/Modifier is set to 1) contain the
timestamp at which the errors occurred; the tirmptéormat is the same as that used in time
synchronization frames sent by the concentrator.

Application data 1 to Application data n (present only if bit 6 o€ount/Modifier is set to
1) contain the application data that could notddayed when the errors occurred.

Network Management in Gateways

Gateway operation is enabled in ME50-868 settingfigaration register 400 to R2-meter
(value 8). If a gateway receives a frame from @astr whose end destination is the local
node and whose Cl-field indicates that it contaiesvork management information (value
0x83), the frame is handled internally by the firam instead of being sent to the serial
interface. A gateway always handles internally meknmanagement frames, regardless of the
value set in bit 1 of register 454.
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MES0-868 supports all types of network managememhés, with the following features and
limitations:

» The lists of relaying nodes and known nodes cahast more than 64 entries overall;
if a node is present in more than one list, it dswas one single entry. The lists are
cleared when the module is put in configuration emadd receives either the ATR
command or a command that sets register 400 tdichwadue; moreover, the lists are
cleared when the module is powered off.

« Each node in the list of known nodes is associai®da quality indicator
corresponding to the signal strength of the laseiked frame from that node,
expressed in dBm and increased by 128.

* A maximum number of 4 upstream errors with assedidimestamps are stored for
later retrieval by the concentrator; no applicatiata is stored for upstream errors. If
4 upstream errors are accumulated in a node witlhhaing requested by the
concentrator, at every subsequent error the lastderror entry is overwritten.

5.4, Network Management in Concentrators

Concentrator operation is enabled in ME50-868 hiingeconfiguration register 400 to R2-
other (value 9). Network management services ioneentrator can be implemented by either
the user application (if bit 1 of register 454 isazed) or the firmware of ME50-868 (if bit 1
of register 454 is set). This flexibility allowsars to adapt module operation to their needs: if
network management is enabled in the firmware, applications can be very simple and do
not need to know anything about network topology, Imave to implement a network layer;
on the other hand, by disabling network managernmethie firmware users can have a greater
degree of flexibility in managing the network topgy.

A concentrator handles received network managerfrantes internally only if network
management is enabled (i.e. bit 1 of register 4xkt), otherwise these frames are sent to the
serial interface, to be processed by the usercaijn.

If bit 1 of register 454 is cleared, each frameesieed from the serial port is sent as is to the
radio interface (except for the PRM bit in the €ldi, which is set if not set by the user); this
means that if a frame must travel a multi-hop gatreach the end destination, this path must
be set up by the user application and insertechénntetwork information of the frame as
described in Section 2.6. Likewise, upstream frameegived by the concentrator are sent
unmodified to the serial interface, and the usepliagtion must parse the network
information (if present) to determine the addre$sthe originating node. For frames
transmitted and received via the serial port coimginetwork information, the Cl-field of the
serial frame format refers to the network layerfi€ld (which has the value 0x81), while the
Data field is the concatenation of network inforimat application layer Cl-field and
application data. The user application is fullyp@ssible for building and managing the
network tree; for this purpose, it can use theeddiiit network management frames described
in Section 5.2.

If network management is enabled, network layea diatcluding its Cl-field) is automatically

added to frames sent to the radio interface andvechfrom frames received, and the address
fields are adjusted so that user applications earle frames transferred on the serial port as
if the concentrator communicated directly with #rel node. The network tree is set up and
managed internally by the firmware, and is updatbénever a frame needs to be sent to a
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node which is not present in the current treehéfdoncentrator knows the destination node as
directly reachable (i.e. it has received at least opstream frame carrying the node address),
the node is added to the network tree as diredd ciithe concentrator. If the destination
node cannot be reached directly, known nodes areested to send their list of known nodes
and if necessary their relaying lists are updatieid; process continues with the concentrator
contacting all the nodes down the tree until a jgath be established for the frame to be sent.
If a path cannot be established or network inforamatannot be inserted because the Data-
Field supplied by the user is too long, the framdiscarded. During path discovery, the RTS
pin of the module is de-asserted, to indicate ttwafurther serial frames can be processed
until the current frame is ready to be sent. lieawork management frame is received by the
concentrator indicating a downstream error, thétyfanode is removed from the network tree,
along with all the nodes in the tree using thatened an intermediate hop. Broadcast frames
received from the serial port are always sent witimetwork information.

Regardless of network management being enabledbiprMrBus frames received by the
concentrator are discarded if they are sent by s:idde which no direct link with the
concentrator is set up, unless they are instatigtames (function code 6). The list of direct
link nodes is built automatically based on framest 9y the concentrator: whenever a frame
is being sent directly to a node (either as endirt®n, or as an intermediate hop toward the
end destination), that node is inserted in theolistirect link nodes. If communication with a
node fails (i.e. no acknowledgement or responsedsived when expected) and network
management is enabled, the node is removed frontrédee together with all the nodes
depending on it to communicate with the concentrdibe maximum number of nodes that a
concentrator can handle is 64; if network managénseenabled this is the limit on the total
number of nodes in the tree, otherwise this lirpplees only to direct link nodes. Every node
entry is deleted when the module is put in configjon mode and receives either the ATR
command or a command that sets register 400 tdic walue; moreover, node entries are
deleted when the module is powered off.

When encryption is used to protect transmitted,ciaryption of frames traveling in a multi-
hop path is performed by the end nodes (metersmmrentrator), while intermediate gateways
relay the frames unaltered in their applicatioradsYhen network management is disabled in
the concentrator, frames sent by the user apgitati the serial port have the full path from
source to destination in their network layer, arairfes sent by the module have the address
of the original sender in the network layer. Inartb encrypt frames with the correct key, a
concentrator with network management disabled pagseh frame received from the serial
port to determine whether a multi-hop path is ugetbach the destination node, and selects
the encryption key accordingly. Likewise, beforadiag to the serial port frames received
from the radio interface, the network layer of tremes, if present, is parsed to determine the
address of the original sender and consequentlgeh@sed to decrypt the frame.

When network management is enabled in the condenttaaving nodes in stand-by mode
can influence network tree management, because whmde is unresponsive it is deleted
from the tree, along with its downstream nodes.
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6. Power Consumption

The table below lists ME50-868 power consumptiolues in different conditions, with 3.0 V
power supply.

Mode Current Consumption
Tx at 25 mW 39 mA
Rx 28 mA
Stand-by without wakeup on timer 1.4uA
Stand-by with wakeup on timer 1.9pA

The remainder of this chapter reports a few exasnpf®wing power consumption values in
typical operating conditions.

6.1. S1 Mode

The following example is using Mode S1 (stationarfyWireless M-Bus. The stand-by mode
is activated, with serial wake-up.

Let us suppose that user equipment wakes-up thelméalsend a 30 bytes frame with serial
data rate at 19200 bps.

Here is a picture of current consumption duringramgmission cycle. The power supply
voltage is 3 V and the output power is 25 mW. Eswoth transmission cycle spends typically
814 pAs.
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Measuwre

Here is a table of average consumption versusdhedgof transmission cycles.

Sleep Time | Equivalent Consumption (LA)
1 second 815.4
10 seconds 82.8
1 minute 15
1 hour 1.6
1 day 1.4
6.2. R2 Mode

The following example is using the R2 mode (frequesteive) of Wireless M-Bus. The
stand-by mode is activated, with cyclic wake-up.

With this functioning mode, the meter module wakesperiodically to listen to the radio
channel during a very short time. If some activgydetected, the module stays awake to
receive the frame, else returns quickly in standriogle.

Assuming that the concentrator is rarely presedt@msidering that this band is clear (duty
cycle < 1% as requested by ETSI rules in EN 30022@he main current consumption is
due to wake up cycles without detection of energy.
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Here is a picture of a typical current consumptaittern during a wake-up cycle. The power
supply voltage is 3 V. In this case, Wakeup Timé f@gister 441 has no influence since no
event is detected.

Measwure

Math (12

Here is a table of average consumption versus wpakeeriod (register 442) when no
exchanges are done and no radio perturbation accurs

Sleep Time | Equivalent Consumption (LA)
1 second 20.5

5 seconds 5.6

10 seconds 3.8

20 seconds 2.8

30 seconds 2.5
1 minute 2.3

2 minutes 2.1
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7. Acronyms and Abbreviations
ACP Adjacent Channel Power
AES Advanced Encryption Standard
BCD Binary Coded Decimal
BER Bit Error Rate
CBC Cipher Block Chaining
CER Character Error Rate
dBm Power level in decibel milliwatt (10 log (P/AmW))
DES Data Encryption Standard
EMC Electro Magnetic Compatibility
EEPROM Electrically Erasable Programmable Read-Only Mgmor
ETR ETSI Technical Report
ETSI European Telecommunications Standards Institute
FSK Frequency Shift Keying
GFSK Gaussian Frequency Shift Keying
GMSK Gaussian Minimum Shift Keying
IF Intermediate Frequency
ISM Industrial, Scientific and Medical
kbps kilobits per second
keps kilochips per second
LBT Listen Before Talk
LNA Low Noise Amplifier
LQI Link Quality Indication
M-Bus Meter Bus
MHz Mega Hertz
PLL Phase Lock Loop
NRZ Non Return to Zero
RF Radio Frequency
RoHS Restriction of Hazardous Substances
RSSI Received Signal Strength Indicator
Rx Reception
SRD Short Range Device
TX Transmission
SMD Surface Mounted Device
VCO Voltage Controlled Oscillator

VCTCXO Voltage Controlled and Temperature Compensatedt&lr@scillator
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3 2010-11-18 » Added new Wireless M-Bus product (ME50-868)
* Removed TinyOne Lite product
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 Renamed RSSI serial frame field to LQI
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